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OpenBSD

[FAQ Index] [To Section 2 - Other OpenBSD | nformation Resources]

1 - Introduction to OpenBSD

Table of Contents
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. 1.2 - Onwhat systems does OpenBSD run?
. 1.3 - Why might | want to use OpenBSD?

« 1.4-1s0penBSD redly free?

. 1.5- How can | help support OpenBSD?

. 1.6 - Who maintains OpenBSD?

. 1.7 - When isthe next release of OpenBSD?
. 1.8- What isincluded with OpenBSD?

« 1.9-Whatisnewin OpenBSD 4.7?

. 1.10- Can|l use OpenBSD as a desktop system?
. 1.11 - Why igisn't ProductX included?

1.1 - What is OpenBSD?

The OpenBSD project produces afreely available, multi-platform 4.4BSD-based UNIX-like operating
system. Our goals place emphasis on correctness, security, standardization, and portability. OpenBSD

supports binary emulation of most binaries from SVR4 (Solaris), FreeBSD, Linux, BSDI, SunOS, and
HPUX.

This FAQ specifically covers only the most recent release of OpenBSD, version 4.7.

1.2 - On what systems does OpenBSD run?

OpenBSD 4.7 runs on the following platforms:
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. apha- FTPonly

. amd64 - Available on CD
. amish- FTPonly

« hp300 - FTP only

. hppa- FTPonly

. 1386 - Availableon CD

. landisk - FTP only

. loongson - FTP only (new)
. macppc - Availableon CD
. mvme68k - FTP only

. mvme88k - FTP only

. sgi - FTPonly

.« socppc - FTP only

. Sparc- FTPonly

. Sparct4 - Availableon CD
. vax - FTPonly

. zaurus- FTPonly

Available on CD means the official CD set includes that platform and a number of packages. Base
system CD 1SO images can also be downloaded for most other platforms.

More information on OpenBSD platforms can be found on the Platforms page.

People sometimes ask why we support so many "odd" machines. The short answer is, "because we want
to". If enough skilled people (sometimes, "enough” is only one really skilled person!) wish to maintain
support for a platform, it will be supported. There are practical benefits to keeping OpenBSD multi-
platform: when new platforms come out, the code tree is relatively free of portability-breaking bugs and
design flaws. The OpenBSD platforms include 32 bit and 64 bit processors, little and big endian
machines, and many different designs. And yes, supporting "unusual" platforms has helped produced a
higher-quality code base for more "common" platforms.

1.3 - Why might | want to use OpenBSD?

New users frequently want to know whether OpenBSD is superior to some other free UNIX-like
operating system. That question is largely unanswerable and is the subject of countless (and useless)
religious debates. Do not, under any circumstances, ask such a question on an OpenBSD mailing list.

Below are some reasons why we think OpenBSD is a useful operating system. Whether OpenBSD is
right for you is a question that only you can answer.
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« OpenBSD runs on many different hardware platforms.
. OpenBSD isthought of by many security professionals as the most secure UNIX-like operating

system, as the result of a never-ending comprehensive source code security audit.
« OpenBSD is afull-featured UNIX-like operating system available in source form at no charge.
. OpenBSD integrates cutting-edge security technology suitable for building firewalls and private

network services in adistributed environment.

« OpenBSD benefits from strong ongoing development in many areas, offering opportunities to
work with emerging technologies with an international community of programmers and end-
users.

« OpenBSD attempts to minimize the need for customization and tweaking. For the vast majority
of users, OpenBSD "Just Works" on their hardware for their application. Not only is tweaking
and customizing rarely needed, it is actively discouraged.

1.4 - Is OpenBSD really free?

OpenBSD isall free. The binaries are free. The source isfree. All parts of OpenBSD have reasonable
copyright terms permitting free redistribution. Thisincludes the ability to REUSE most parts of the
OpenBSD source tree, either for personal or commercial purposes. OpenBSD includes NO further
restrictions other than those implied by the original BSD license. Software which iswritten under
stricter licenses cannot be included in the regular distribution of OpenBSD. Thisisintended to safeguard
the free use of OpenBSD. For example, OpenBSD can be freely used for personal use, for academic use,
by government institutions, by non-profit making organizations and by commercial organizations.
OpenBSD, or parts of it, can also be freely incorporated into commercial products.

People sometimes ask if it bothers us that our free work is put into commercial products. The answer is,
we would prefer that our good code be widely used rather than have commercia software vendors
reimplement and create badly coded or incompatible alternative solutions to already solved problems.
For example, it islikely that SSH is awidely used protocol due to this freedom, much more widely used
than if restrictions had been placed on how people used the OpenSSH code. If afree SSH solution was
not available for vendors to use (in their multitude of rapidly developed products), they would have
written or purchased some crummy off-the shelf version instead.

Thisisn't to say we would object to financial or hardware support in thanks. In fact, it is stunning how

little support of any kind comes from companies that depend upon OpenBSD (or OpenSSH) for their
products, but there is no requirement of compensation.

For further reading on other popular licenses read: OpenBSD Copyright Palicy.

The maintainers of OpenBSD support the project largely from their own pockets. Thisincludes the time
spent programming for the project, equipment used to support the many ports, the network resources
used to distribute OpenBSD to you, and the time spent answering questions and investigating users bug

http://www.openbsd.org/fag/fagl.html (3 of 8)10/31/2010 8:43:01 AM


http://www.openbsd.org/plat.html
http://www.openbsd.org/security.html
http://www.openbsd.org/crypto.html#hardware
http://www.openbsd.org/crypto.html#hardware
http://www.openbsd.org/products.html
http://www.openbsd.org/donations.html
http://www.openbsd.org/policy.html

1 - Introduction to OpenBSD

reports. The OpenBSD devel opers are not independently wealthy and even small contributions of time,
equipment, and resources make a big difference.

1.5 - How can | help support OpenBSD?

We are greatly indebted to the people and organizations that have contributed to the OpenBSD project.
They are acknowledged by name on the donations page.

OpenBSD has a constant need for several types of support from the user community. If you find
OpenBSD useful, you are strongly encouraged to find away to contribute. If none of the suggestions
below are right for you, feel free to propose an alternative by sending e-mail to donations@openbsd.org.

« Buy an OpenBSD CD set. It includes the current full release of OpenBSD, and is bootable on

many platforms. It also generates revenue to support the OpenBSD project, and reduces the strain
on network resources used to deliver the distribution via the Internet. This inexpensive three-CD
set includes full source. Remember, your friends need their own copy!

. Donate money. The project has a constant need for cash to pay for equipment, network
connectivity, and expenses relating to CD publishing. Manufacturing CDs requires an up-front
out-of-pocket investment for the OpenBSD devel opers, without guaranteed return. Send e-mail to
donations@openbsd.org to find out how to contribute. Even small donations make a profound

difference.
. Donate equipment and parts. The project has a constant need for general and specific hardware.

Items such as IDE and SCSI disks, and various types of RAM are always welcome. For other
types of hardware such as computer systems and motherboards, you should inquire as to current
need. Write to donations@openbsd.org to arrange for shipment.

. Donate your time and skills. Programmers who enjoy writing operating systems are naturally
always welcome, but there are literally dozens of other ways that people can be useful. Follow
mailing lists and help answer new-user questions.

. Help maintain documentation by submitting new FAQ materia (to fag@openbsd.org). Form a
local user group and get your friends hooked on OpenBSD. Make a case to your employer for
using OpenBSD at work. If you're a student, talk to your professors about using OpenBSD as a
learning tool for Computer Science or Engineering courses. It's also worth mentioning one of the
most important ways you should not try to "help" the OpenBSD project: do not waste your time
engaging in operating system flame wars. It does not help the project to find new users and can
cause substantial harm to important relationships that developers have with other devel opers.

1.6 - Who maintains OpenBSD?

OpenBSD is maintained by a development team spread across many different countries. The project is
coordinated by Theo de Raadt, located in Canada.
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1.7 - When is the next release of OpenBSD?

The OpenBSD team makes a new release every six months, with target release datesin May and
November. More information on the development cycle can be found here.

1.8 - What is included with OpenBSD?

OpenBSD is distributed with a number of third-party software products, including:

. X.org 7.4, the X Window environment, with local patches. Installed withthex*. t gz install file
sets.
. GCC versions 2.95.3 and 3.3.5. GNU C Compiler. The OpenBSD team has added the Propolice

stack protection technology, enabled by default, and used throughout the OpenBSD userland and
by default on applications compiled on OpenBSD. Installed as part of theconp47. t gz file s&t.

. Perl 5.10.1, with patches and improvements from the OpenBSD team.

« Our improved and secured version of the Apache 1.3 web server. The OpenBSD team has added
default chrooting, privilege revocation, and other security-related improvements. Also includes

mod_ssl and DSO support.
« OpenSSL 0.9.8k, with patches and improvements from the OpenBSD team.

. Groff 1.15 text processor.
. Sendmail 8.14.3 mail server, with libmilter.
« BIND 9.4.2-P2 (plus patches) DNS server. OpenBSD has implemented many improvementsin

chroot operation and other security-related issues.
. Lynx 2.8.6rel.5 text web browser. With HTTPS and | Pv6 support added, plus patches from the

OpenBSD team.
« Sudov1.7.2, alowing usersto run individual commands as root.

. Ncurses5.7

. KAME IPv6

. Heimdal 0.7.2 with patches

. Arla0.35.7

. Binutils 2.15 with patches

. gdb 6.3 with patches

. OpenSSH 5.5

. OpenNTPD Secure and simple Network Time Protocol implementation
« OpenBGPD and OpenOSPFD routing applications

As can be seen, the OpenBSD team often patches third-party products (typically) to improve the security
or quality of the code. In some cases, the user will see no difference in operation, in other cases, there
ARE operational differences which may impact some users. Keep these enhancements in mind before
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blindly adding different versions of the same software. Y ou may get a bigger version number, but aless
secure system.

Of course, additional applications can be added through the OpenBSD packages and ports system.

1.9 - What is new in OpenBSD 4.7?

The complete list of changes made to OpenBSD 4.6 to create OpenBSD 4.7 can be found on plus4?.
html, and highlights on the OpenBSD 4.7 Information page, however here are afew changes the

OpenBSD team anticipate will require or warrant some special note to people upgrading or installing
OpenBSD 4.7 who are familiar with older versions:

. OpenBSD/mac68k platform no longer maintained
The codeis still in the tree, but interest in actively maintaining the port and doing buildsis gone.
. Multi-adapter X isbroken
While X can be run with multiple heads on ONE video card, the ability to use multiple video
cards on one system was broken "upstream” by the X.org team.
. Bridge configuration is now done by ifconfig(8)
brconfig(8) is no longer used.
. PF changes
Detailed in the upgrade guide.

. Vvether (4) device added

. SSH protocol 1isdisabled by default
This only impacts new installs. Y ou have had avery long time to migrate to SSH2, most likely
you have.

1.10 - Can | use OpenBSD as a desktop system?

This question is often asked in exactly this manner -- with no explanation of what the asker means by
"desktop”. The only person who can answer that question is you, as it depends on what your needs and
expectations are.

While OpenBSD has a great reputation as a "server" operating system, it can be and is used on the
desktop. Many "desktop" applications are available through packages and ports. Aswith all operating
system decisions, the question is: can it do the job you desire in the way you wish? Y ou must answer
this question for yourself.

It might be worth noting that alarge amount of OpenBSD development is done on laptops.

1.11 - Why is/isn't ProductX included?
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People often ask why a particular product is or isn't included with OpenBSD. The answer is based on
two things. the wishes of the developers and compatibility with the goals of the project. A product will

not be included simply because it is "nifty" -- it must also be "free" for use, distribution and modification
by our standards. A product must also be stable and secure -- a bigger version number does not always
mean a better product.

Licenseis often the biggest problem: we want OpenBSD to remain usable by any person anywhere in
the world for any purpose.

Another major consideration is the wishes of the developers. The OpenBSD developers are the ultimate
judges of what does and doesn't go into the project. Just because an application is "good" doesn't mean
the OpenBSD project wishes to devote the resources needed to maintaining it, or that they will share
other's enthusiasm about its place in OpenBSD.

Some commonly asked questions about third-party products:

. Why is Sendmail included, it is"known insecure"?!
Sendmail has had an imperfect security record, however the Sendmail authors and maintainers
have been very receptive to reworking their code to make it much more secure (and thisis a sadly
uncommon response). The recent security history of Sendmail is not much different than some of
the supposedly "more secure" alternatives.

. Why isn't Postfix included?
The license is not free, and thus can not be considered.

. Whyisn't gmail or djbdns included?
Neither program is what many Unix users "expect” out of amail or DNS application.

. Why is Apache included? It isn't needed by many peoplé€!
Because the devel opers want it.

. Why isn't a newer version of Apache included?
The license on newer versions is unacceptable.

. Why isn't bzip2 included instead of gzip?
Performance is horrible, and benefit is minimal. Impact on slower platforms, such as hp300 or
VAX would be unacceptable.

. Why isn't there a graphical or curses(3) based installer?
For a number of reasons, including the goal of keeping the install ation boot media able to be a
single floppy disk, the fact that one installer can be used on all platformsin all configurations,
and the fact that after the second or third OpenBSD install, most users find the OpenBSD
installation system among the fastest and easiest installers of any OS. Most devel opers and users
greatly prefer the speed, power, and ease of use of the current installer to any of the more
“colorful" or "pretty" installers on some other platforms.

« Will ZFSbe added to OpenBSD?
Not unless someone can convince Oracle to change the license for it to something compatible
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with OpenBSD policy.

In most cases, these topics have been discussed in painful detail on the mail lists, please see archives if
you need more information.

Of course, If you wish to use one of these packages and your use is compatible with the license of the
products, no one will stop you (that wouldn't be very free if we tried, would it?). However, your needs
may change -- you may not want to develop a"Killer Application” that you can't sell, distribute, or get
rich from because you incorporated non-free software into it.

[FAQ Index] [To Section 2 - Other OpenBSD | nformation Resources]

& www @openbsd.org
$0penBSD: fagl.html,v 1.120 2010/09/10 01:08:39 nick Exp $
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. 2.4 - Reporting Bugs

2.1 - Web Pages of Interest

The official website for the OpenBSD project islocated at: http://www.OpenBSD.org.

A lot of valuable information can be found here regarding all aspects of the OpenBSD project.

The OpenBSD Journal is an OpenBSD-focused news and opinion site.

OpenBSDsupport.org is asite collecting "user maintained" documentation of varying quality, but often covering topics not
in this FAQ or other official documentation.

Many users have set up sites and pages with OpenBSD specific information. As with everything on the Internet, a good
search engineis going to make your life easier, as will a healthy dose of skepticism. As aways, do not blindly enter
commands you do not understand into your computer.

2.2 - Mailing Lists

The OpenBSD project maintains several popular mailing lists which users should subscribe to and follow. To subscribe to
amailing list, send an e-mail message to majordomo@openbsd.org. That address is an automated subscription service. In
the body of your message, on a single line, you should include a subscribe command for the list you wish to join. For
example:

subscri be announce

The list processor will reply to you, asking for confirmation of your intent to join the list, so that others can not subscribe
you to aflood of unwanted e-mail. The message will include instructions for several different ways to confirm, including a
list server web page link, responding to the confirmation message or responding to maj or dono@penbsd. or g. Use
whatever method is convenient to you. You will note that all three techniques involve a unique and time limited
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identifying number, such as A56D- 70D4- 52C3, again to make sure you are really the person who requested this mail list
subscription (thisisreal "opt-in").

Once you have confirmed your intent to join, you will be immediately added to the list, and the list processor will notify
you that you were successfully added.

To unsubscribe from alist, you will again send an e-mail message to majordomo@openbsd.org. It might look like this:

unsubscri be announce

If you have any difficulties with the mailing list system, please first read the help file which can be obtained by sending an
e-mail message to majordomo@openbsd.org with a message body of "help".

Y our subscription to the OpenBSD mail lists can also be maintained through the web interface at http:/lists.openbsd.org

Some of the more popular OpenBSD mailing lists are:

« announce - Important announcements. Thisis alow-volumelist.

. Security-announce - Announcements of security issues. Thisisalow volumelist.

. misc - General user questions and answers. Thisisthe most active list, and should be the "default” for most
guestions.

. bugs- Bugsreceived via sendbug(1) and discussions about them.

. source-changes - Automated mailing of CV S source tree changes. Every time a developer commits a change to the
OpenBSD source tree, CVSwill send out a copy of the (usually brief) commit message viathisllist.

. ports- Discussion of the OpenBSD Ports Tree.

. ports-changes - Automated mailing of ports-specific CV'S source tree changes.

. advocacy - Discussion on advocating OpenBSD, and topics that are just too off-topic for misc.

Before posting a question on misc or any other mailing list, please check the archives, for most common questions have
been asked repeatedly. While it might be the first time you have encountered the problem or question, others on the
mailing lists may have seen the same question several timesin the last week, and may not appreciate seeing it again. If
asking a question possibly related to hardware, always include a dmesg(8)!

Y ou can find several archives, other mailing list guidelines and more information on the mailing lists page.

An unofficial mailing list that may be of interest to new users of OpenBSD and Unix isthe OpenBSD Newbies list.

2.3 - Manual Pages

OpenBSD comes with extensive documentation in the form of manual pages, as well as longer documents relating to
specific applications. Considerable effort is made to make sure the man pages are up-to-date and accurate. In all cases, the
man pages are considered the authoritative source of information for OpenBSD.

To access the manual pages and other documentation, be sure that you installed theman47. t gz and m sc47. t gz file
Sets.

Hereisalist of some of the most useful manual pages for new users:
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. afterboot(8) - things to check after the first complete boot.

. help(1) - help for new users and administrators.

. hier(7) - layout of filesystems.

. man(1) - display the on-line manual pages.

. intro(1) - introduction to general commands, also see the intros to the other sections of the manual: intro(2), intro
(3), intro(4) (note: intro(4) is platform specific), intro(5), intro(6), intro(7), intro(8), and intro(9).

. adduser (8) - command for adding new users.

. Vipw(8) - edit the master password file.

. disklabel(8) - read and write disk pack label.

. reboot, halt(8) - stop and restart the system.

. shutdown(8) - close down the system at a given time.

. dmesy(8) - redisplay the kernel boot messages

. sudo(8) - don't log in as root, but run commands as root.

. mg(1) - emacs-like text editor.

For more advanced users

. boot(8) - system bootstrapping procedures.

. boot config(8) - how to change kernel configuration at boot.

. gcc-local(1) - OpenBSD-specific modifications to gec(1)

. ifconfig(8) - configure network interface parameters.

. login.conf(5) - format of the login class configuration file.

. nhetstat(1) - show network status.

. release(8) - build an OpenBSD release.

. sendbug(1) - send a problem report (PR) about OpenBSD to a central support site.
. style(9) - OpenBSD kernel source code style guide.

. sysctl(8) - get or set kernel state.

Y ou can find all the OpenBSD man pages on the web at http://www.openbsd.org/cgi-bin/man.cgi as well as on your
computer if you install theman47. t gz file set.

In general, if you know the name of a command or a manual page, you can read it by executing " man conmand” . For
example: " man vi " to read about the vi editor. If you don't know the name of the command, or if " ran conmmand”
doesn't find the manual page, you can search the manual page database by executing " apr opos sonet hi ng" or
"man -k sonet hi ng", where"something" isalikely word that might appear in the title of the manual page you're
looking for. For example:

# apropos "time zone"

tzfile (5) - time zone informtion
zdunp (8) - tine zone dunper

zic (8) - tine zone conpiler

The parenthetical numbers indicate the section of the manual in which that page can be found. In some cases, you may find
manual pages with identical names living in separate sections of the manual. For example, assume that you want to know
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the format of the configuration files for the cron daemon. Once you know the section of the manual for the page you want,
you would execute " man n comrand”, where nisthe manual section number.

# man -k cron

cron (8) - clock daenon

crontab (1) - maintain crontab files for individual users
crontab (5) - tables for driving cron

# man 5 crontab

In addition to the UNIX manual pages, there is a typesettable document set (included inthem sc47. t gz file set). It lives
inthe/ usr/ shar e/ doc directory. You can format each document set with a"make" in the appropriate subdirectory.
The psd subdirectory is the Programmer's Supplementary Documents distribution. The snmsubdirectory is the System
Manager's Manual. The usd subdirectory isthe UNIX User's Supplementary Documents distribution. Y ou can perform
your "make" in the three distribution subdirectories, or you can select a specific section of a distribution and do a "make'

in its subdirectory.

Some of the subdirectories are empty. By default, formatting the documents will result in PostScript output, suitable for
printing. The PostScript output can be quite large -- you should assume a 250-300% increase in volume. If you do not have
access to a PostScript printer or display, you may also format the documents for reading on aterminal display. Each
document subdirectory has atarget for building ASCII copies of these papers (called “paper.txt') which can be generated
with make(1). For example:

# cd /usr/share/ doc/usd/ 06. bc
# make paper. txt
# nore paper.txt

Note that superuser privileges may be required to build documents in these directories, and that issuing make clean will
remove any papers generated by a previous make. See /usr/share/doc/README for more details about the documentsin /
usr/share/doc/.

The UNIX manual pages are generally more current and trustworthy than the typesettable documents. The typesettable
documents sometimes explain complicated applications in more detail than the manual pages do.

For many, having a hardcopy of the man page can be useful. Here are the guidelines to making a printable copy of aman
page.

How do | display a man page source file (i.e. one whose filename ends in a number, like
tcpdump.8)?

These are found throughout the src tree. The man pages are found in the tree unformatted, and many times, through the use
of CVS, they will be updated. To view these pages, simply:

# nroff -Tascii -mandoc <file> | nore

How do | get a plain man page with no formatting or control characters?

Thisis helpful to get the man page straight, with no non-printable characters.
Example:
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# man <comand> | col -b
How can | get a PostScript copy of a man page that's print-ready?

Note that <f i | e> must be the man page source file (probably afile that endsin anumber e.g. t cpdunp. 8). The
PostScript versions of the man pages ook very nice. They can be printed or viewed on-screen with a program like gv
(GhostView). GhostView can be found in our packages collection. Use the following nroff(1) command options for getting

a PostScript version from an OpenBSD system man page:

# nroff -Tps -mandoc <file> > outfile.ps
How do | generate compressed copies of the man pages?
For people who build their system from source, there are a number of options relating to the way in which man pages are
built. These options can be placed in /etc/mk.conf (it may be necessary to create thisfile) and are included during system
builds. One especially useful option isto generate compressed man pages in order to save disk space. These can be viewed
in the normal way, using the man command. In order to set this, add the followingto/ et ¢/ nk. conf:

MANZ=yes

Another useful option isto have the system build generate man pages in PostScript format, as well as ASCII text. Thisis
done by setting the option MANPS=y es in /etc/mk.conf. See mk.conf(5) for further details.

What are info files?
Some of the documentation for OpenBSD comes in the form of info files, typically contained in/ usr/ shar e/ i nf o.

Thisis an aternative form of documentation provided by GNU. Many of these files are more up to date than the manual
pages provided by GNU, and can be accessed with the info(1) command. For example, to view information about the GNU

compiler, gcc(1), type:
# info gcc
After using info, you will really appreciate our man pages!
How do | get color man pages on XTerm?
The default configuration file for xterm(1) does not display color man pages. In order to get color output, copy thefile/
et ¢/ X11/ app- def aul t s/ XTer m col or to your home directory, and renameit ". Xdef aul t s". Be careful not to

overwrite any current settingsin . Xdef aul t s". Thisfile contains all the settings you need to enable color in X Term.
However, three lines need to be uncommented before this can work:

I *VT100* col or ULMbde: on
I *VT100*under Li ne: off
I *VT100* col or BDMVbde: on

Therest of thisfile allows you to choose colors for various settings. The relevant ones to the man pages are:
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*VT100*col or UL: yel | ow
*VT100*col orBD: white

That produces rather hellish looking man pages, so customize as necessary: may we suggest red for "colorUL" and
magentafor "colorBD"? There is also a man page viewer for X11 available, xman(1), which provides an aternative

(graphical) interface to the manual pages. See the manual pages for xterm and xman for more information.

How do | write my own manual page?

If you wish to write your own man page for an application you have written, atutoria is provided in mdoc.samples(7).
Thereis also ahandy reference guide provided in mdoc(7).

2.4 - Reporting Bugs

Before crying "Bug!", please make sure that isreally what you are dealing with. If instead, you are not understanding how
something is done in OpenBSD or how it works, and can't find out how to resolve the problem using the manual pages or

the OpenBSD website, use the mail lists (usually misc@openbsd.org) to request help. If thisisyour first OpenBSD

experience, be realistic: you probably did not discover an unknown bug. Also note that faulty hardware can mimic a
software bug, please verify the current condition of your hardware before deciding you have found a"bug".

Finally, before submitting any bug report, please read http://www.openbsd.org/report.html.

Proper bug reporting is one of the most important responsibilities of end users. Very detailed information is required to
diagnose most serious bugs. Developers frequently get bugs reports viae-mail such asthis:

From joeuser @xanpl e.com
To: bugs@penbsd. org
Subj ect: HELP!'!!

| have a PC and it won't boot!!!!l!l |t's a 486!!!11!1]

Hopefully most people understand why such reports get summarily deleted. All bug reports should contain detailed
information. If Joe User had really expected someone to help find this bug, he or she would have supplied more
information... something like this:
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From smartuser @xanpl e. com
To: bugs@penbsd. org
Subj ect: 3. 3-beta panics on a SPARCSt ati on2

OpenBSD 3.2 installed froman official CO-ROMinstalled and ran fine
on this nachine.

After doing a clean install of 3.3-beta froman FTP mirror, | find the
systemrandomy panics after a period of use, and predictably and
qui ckly when starting X

This is the dnmesg out put:

OpenBSD 3. 3-beta (GENERIC) #9: Mon Mar 17 12:37:18 MST 2003
der aadt @par c. openbsd. org: /usr/src/ sys/ arch/ sparc/ conpi | e/ GENERI C
real mem = 67002368
avai | nmem = 59125760
usi ng 200 buffers contai ning 3346432 bytes of nenory
boot pat h: /sbus@l, f 8000000/ esp@, 800000/ sd@, O
mai nbusO (root): SUNW Sun 4/75
cpu0 at mai nbus0: CY7C601 @40 MHz, TMS390C602A FPU; cache chip bug
- trap page uncached
cpu0: 64K byte wite-through, 32 bytes/line, hw flush cache enabl ed
ment eg0 at mai nbusO i oaddr Oxf 4000000
cl ockO at mai nbusO i oaddr Oxf2000000: nk48t02 (eeprom
timer0 at mai nbusO i oaddr Oxf 3000000 del ay constant 17
auxreg0 at mai nbusO i oaddr Oxf 7400003
zs0 at nmai nbusO i oaddr Oxf 1000000 pri 12, softpri 6
zstty0 at zsO channel 0 (console i/o0)
zsttyl at zsO channel 1
zsl at mmi nbusO i oaddr Oxf 0000000 pri 12, softpri 6
zskbdO at zs1 channel 0: reset timeout
zskbdO: no keyboard
zstty2 at zsl channel 1: nouse
audi oand0 at mai nbusO i oaddr Oxf 7201000 pri 13, softpri 4
audi o0 at audi oandO
sbusO at mai nbusO i oaddr Oxf8000000: clock = 20 MHz
dma0 at sbusO slot O offset O0x400000: rev 1+
esp0 at sbusO slot O offset O0x800000 pri 3: ESP100A, 25MHz, SCSI ID 7
scsi busO at espO: 8 targets
sd0 at scsibusO targ 1 lun 0: <SEAGATE, ST1480 SUN0O424, 8628> SCSI2 0/direct fixed
sd0: 411MB, 1476 cyl, 9 head, 63 sec, 512 bytes/sec, 843284 sec total
sdl at scsibusO targ 3 lun 0: <COMPAQPC, DCAS-32160, S65A> SCSI2 0O/direct fixed
sd1l: 2006MB, 8188 cyl, 3 head, 167 sec, 512 bytes/sec, 4110000 sec total
| e0 at sbusO slot O offset OxcO0000 pri 5: address 08:00:20: 13:10: b9
| e0: 16 receive buffers, 4 transmt buffers
cgsi x0 at sbusO slot 1 offset Ox0: SUNW501-2325, 1152x900, rev 11
wsdi spl ay0 at cgsi x0
wsdi spl ay0: screen 0 added (std, sun enul ation)
fdcO at mai nbusO i oaddr Oxf 7200000 pri 11, softpri 4: chip 82072
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fdo at fdcO drive 0: 1.44MB 80 cyl,
root on sdOa
r oot dev=0x700 rr oot dev=0x1100 r awdev=0x1102

2 head, 18 sec

This is the panic | got when attenpting to start X
pani c: pool _get (ntlpl):
I tem addr Oxfaa93000

St opped at Debugger +0x4: j nmpl [%©7 + 0x8], %0

RUN AT LEAST 'trace' AND 'ps' AND | NCLUDE QUTPUT WHEN REPORTI NG TH S PANI C
DO NOT EVEN BOTHER REPORTI NG THI S W THOUT | NCLUDI NG THAT | NFORMATI ON!

ddb> trace

pool get (0xfaa93000, 0x22, 0x0, 0x1000, 0x102, Ox0) at pool get +0x2cO
sosend(0x16, Oxf828d800, 0x0, Oxf83b0900, 0x0, O0x0) at sosend+0x608
soo_write(0xfacObf50, OxfacObf70, Oxfac9be28, Oxfab93190, Oxf8078f24, 0xO0)
at soo write+0x18
dofilewitev(0x0, Oxc,
dofilewitev+Oxl2c
sys_witev(0xfac87508, Oxfac9bf28, Oxfac9bf20, Oxf80765c8, 0x1000, OxfacObf70)
at sys_witev+0x50

syscal | (0x79, Oxfac9bfb0, O0x0, 0x154, Oxfcffffff, Oxf829deal) at syscal | +0x220
sl omt rap(Oxc, Oxf7fff198, Ox1l, 0x154, Ox1l, Oxfac87508) at sl owtrap+0x1d8

free list nodified: magi c=78746572; page Oxfaa93000;

OxfacObf 50, Oxf7fff198, 0Ox1, OxfacObf70) at

ddb> ps
PID PPID PGRP Uub S FLAGS WAIT COVIVAND
27765 8819 29550 0 3 0x86 netio xconsol e
1668 29550 29550 0 3 0x4086 pol | f viwm
15447 29550 29550 0 3 0x44186 pol | xterm
8819 29550 29550 35 3 0x4186 pol | xconsol e
1238 29550 29550 0 3 0x4086 pol | xcl ock
29550 25616 29550 0 3 0x4086 pause sh
1024 25523 25523 0 3 0x40184 netio XFr ee86
*25523 25616 25523 35 2 0x44104 XFr ee86
25616 30876 30876 0 3 0x4086 wait Xinit
30876 16977 30876 0 3 0x4086 pause sh
16977 1 16977 0 3 0x4086 ttyin csh
5360 1 5360 0 3 0x84 sel ect cron
14701 1 14701 0 3 0x40184 sel ect sendmai |
12617 1 12617 0 3 0x84 sel ect sshd
27515 1 27515 0 3 0x184 sel ect i netd
1904 1 1904 0 2 0x84 sysl ogd
9125 1 9125 0 3 0x84 poll dhcl i ent
7 0 0 0 3 0x100204 <crypto_wa crypto
6 0 0 0 3 0x100204 ai odoned ai odoned
5 0 0 0 3 0x100204 syncer updat e
4 0 0 0 3 0x100204 cl eaner cl eaner
3 0 0 0 3 0x100204 reaper reaper
2 0 0 0 3 0x100204 pgdaenon pagedaenon
1 0 1 0 3 0x4084 wait init
0 -1 0 0 3 0x80204 schedul er swapper
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Thank you!

See report.html for more information on creating and submitting bug reports. Detailed information about your hardware is
necessary if you think the bug could be in any way related to your hardware or hardware configuration. Usually, dmesg(8)
output is sufficient in this respect. A detailed description of your problem is necessary. Y ou will note that the dmesg
described the hardware, the text explained why Smart User thought the system was not broken (ran 3.2 properly), how this
crash was caused (starting X), and the output of the debugger's"ps” and "t r ace" commands. In this case, Smart User
provided output captured on a serial console; if you can not do that, you will have to use paper and pencil to record the
crash. (Thiswas area problem, and the information in the above report helped lead to arepair of thisissue which
impacted Sun4c systems.)

If Smart User had aworking OpenBSD system from which he wanted to submit a bug report, he would have used the
sendbug(1) utility to submit his bug report to the GNATS problem tracking system. Obviously you can't use sendbug(1)
when your system won't boot, but you should use it whenever possible. Y ou will still need to include detailed information
about what happened, the exact configuration of your system, and how to reproduce the problem. The sendbug(1)
command requires that your system be able to send electronic mail successfully on the Internet. Note that the mail server
uses spamd(8) based greylisting, so it may take half an hour or so before the mail server accepts your bug report, so please
be patient.

After submitting a bug report via sendbug(1), you will be notified by e-mail about the status of the report. Y ou may be
contacted by developers for additional information or with patches that need testing. Y ou can aso monitor the archives of
thebugs @penbsd. or g mailing list, details on the mailing list page, or query the bug report database status at the on-
line Bug Tracking System.

More on getting useful info for developers

Here are afew additional tips:

Lost the" Panic message" ?

Under some circumstances, you may lose the very first message of a panic, stating the reason for the panic. Thisisavery

important message, so you want to report it, aswell. Y ou can get this back by using the "show panic" command in ddb>
like this:

ddb> show pani c

0: kernel : page fault trap, code=0
ddb>

In this case, the panic string was "Kernel: page fault trap, code=0"

Special note for SMP systems:
Y ou should get a"trace" from each processor as part of your report:
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ddb{0} > trace

pool get (d05e7c20, 0, dab19ef 8, d0169414, 80) at pool get +0x226
fxp_add_rfabuf (d0a62000, d3c12b00, dab19f 10, dab19f 10) at fxp_add_rf abuf +0Oxa5
fxp_intr(d0a62000) at fxp_intr+0xle7

Xintr_ioapicO() at Xintr_ioapi cO+Ox6d

--- interrupt ---

i dl e_| oop+0x21:

ddb{ 0} > machi ne ddbcpu 1

St opped at Debugger +0x4: | eave

ddb{1}> trace

Debugger (d0319e28, dO5f f 5a0, dablbee8, d031cc6e, d0a61800) at Debugger +0x4

I 386_i pi _db(d0a61800, dO5f f 5a0, dablbef 8, d01eb997) at i 386 i pi _db+0xb

i 386_i pi _handl er ( b0, dO5f 0058, dab10010, d01d0010, dab10010) at i 386_i pi _handl er +0x
4a

Xintripi() at Xintripi +0x47

--- interrupt ---

i 386_softintlock(0,58,dab10010, dab10010, d01e0010) at i 386 _softintl ock+0x37
Xintrltimer() at Xintrltinmer+0x47

--- interrupt ---

i dl e_| oop+0x21:

ddb{ 1} >

Repeat the "machi ne ddbcpu x" followed by "t r ace" for each processor in your machine.

How to gather further information from a kernel crash.

A typical kernel crash on OpenBSD might look like this: (things to watch for are marked with bold font)

kernel: page fault trap, code=0
St opped at _pf _rout e+0x263: nmov 0x40( %edi ) , Y%edx
ddb>

The first command to run from the ddb> prompt is "trace" (see ddb(4) for details):

ddb> trace

_pf _route(e28ch7e4, e28bc978, 2, 1f ad, dOb8b120) at _pf _ rout e+0x263

_pf _test(2, 1f 4ad, e28cb7e4, b4dcl) at _pf _test+0x706

_pf _route(e28cbb00, e28bc978, 2, d0a65440, dOb8b120) at _pf route+0x207
_pf _test(2,d0a65440, e28cbb00, d023c282) at _pf_test+0x706

_i p_out put (dOb6a200, 0,0, 0,0) at _ip_out put +Oxb67
_icnp_send(dOb6a200, 0, 1, a012) at _icnp_send+0x57
_icnp_reflect(dOb6a200,0,1,0,3) at _icnp_reflect+0x26b

_icnp_i nput (dOb6a200, 14, 0, 0, dOb6a200) at _icnp_i nput +0x42c

i pv4_input (dOb6a200, e289f 140, d0a489e0, e289f 140) at _i pv4_i nput +0Ox6eb
_ipintr(10, 10, e289f 140, e289f 140, e28cbd38) at _i pi ntr+0x8d

Bad franme pointer: 0Oxe28chcac
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ddb>

Thistells us what function calls |ead to the crash.

To find out the particular line of C code that caused the crash, you can do the following:

Find the source file where the crashing function is defined in. In this example, that would be pf_route() in sys/net/pf.c.
Recompile that source file with debug information:

# cd /usr/src/sys/arch/ $(uname -mn/ conpil e/ GENERI C/
#rmpf.o
# DEBUG=-g make pf.o

Then use objdump(1) to get the disassembly:

# objdunp --line --disassenble --reloc pf.o >pf.dis

In the output, grep for the function name (pf_route in our example):

# grep "< pf_route>" pf.dis
00007d88 <_pf _route>:

Take thisfirst hex number and add the offset from the 'Stopped at' line: 0x7d88 + 0x263 == Ox7feb.

Scroll down to that line (the assembler instruction should match the one quoted in the 'Stopped at' line), then up to the
nearest C line number:

# nmore pf.dis
/usr/src/sys/arch/i386/conpile/ GENERIC/../../../../net/pf.c:3872

7fev: Of b7 43 02 movzw  0x2( %ebx) , Y%eax

7f eb: 8b 57 40 nov 0x40( %edi ) , Y%edx

7f ee: 39 dO cnp Y%edx, Yeax

7f f O: of 87 92 00 00 00 ja 8088 <_pf _rout e+0x300>

So, it's precisely line 3872 of pf.c that crashes:

# cat -n pf.c | head -n 3872 | tail -n 1
3872 if ((u_intle t)ip->ip_len <= ifp->if_ntu) {

Note that the kernel that produced the crash output and the object file for objdump must be compiled from the exact same
source file, otherwise the offsets won't match.

http://www.openbsd.org/fag/fag2.html (11 of 12)10/31/2010 8:43:06 AM


http://www.openbsd.org/cgi-bin/man.cgi?query=objdump

2 - Getting to know OpenBSD

If you provide both the ddb> trace output and the relevant objdump section, that's very helpful.

[FAQ Index] [To Section 1 - Introduction to OpenBSD] [To Section 3 - Getting started with OpenBSD]
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3.1 - Buying an OpenBSD CD set

Purchasing an OpenBSD CD set is generally the best way to get started. Visit the ordering page to
purchase your copy: OpenBSD ordering page.

There are many good reasons to own an OpenBSD CD set:

. CD sales support ongoing development of OpenBSD.

. Development of a multi-platform operating system requires constant investment in equipment.

« Your support in the form of a CD set purchase has areal impact on future development.
. The CDs contains binaries (and source) for the most popular supported platforms.

. The CDs are bootable on severa platforms, and can be used to bootstrap a machine without a pre-

existing installed operating system.
. The CDsare useful for bootstrapping even if you choose to install a snapshot.
. Installing from CD isfaster! Installing from CD preserves network connectivity resources.

. OpenBSD CDs always come with very nice stickers. Y our system isn't fully complete without

these. Y ou can only get these stickers by buying a CD set or donating hardware.
. OpenBSD CD sets come with an assortment of useful and popular packages. The CD set is
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complete enough to bring up afull work and development environment without any network
connection at all.

If you'reinstalling arelease version of OpenBSD, you should use a official CD set.
3.2 - Buying OpenBSD T-Shirts

Y es, OpenBSD has T-shirts for your wearing enjoyment. Y ou can view these at the OpenBSD T-shirts
page. Enjoy :)

3.3 - Does OpenBSD provide an ISO image for download?

For select platforms, yes!

Most platforms that are able to boot from CD-ROM have 1SO images available for download which can
be used to create bootable OpenBSD install CD-ROMs. Both "full install” (all files needed for afull
OpenBSD ingtall, named install47.iso) and "boot only" (for installing from a network file source, named
cd47.is0) 1SOs are provided for these platforms.

Note, these | SO files are not the same as the official CD set. These images are for single platforms, and
do not include any of the pre-compiled packages, stickers, or artwork that the official CD set does.

However, 1SO fileinstallation is NOT the optimum installation method for many people. It isstill
usually faster and simpler to download the boot media and then install just the portions needed.
However, for those who wish to do a number of installations, or can not figure out how to drop ten files
on aCD-ROM or set up alocal FTP server, ISOs are available.

The OpenBSD project does not make the I SO images used to master the official CDs available for
download. The reason is simply that we would like you to buy the CD setsto help fund ongoing
OpenBSD development. The official OpenBSD CD-ROM layout is copyright Theo de Raadt. Theo does
not permit people to redistribute images of the official OpenBSD CDs. As an incentive for people to buy
the CD set, some extras are included in the package as well (artwork, stickers etc).

Note that only the CD layout is copyrighted, OpenBSD itself is free. Nothing precludes someone else
from downloading OpenBSD and making their own CD.

For those that need a bootable CD for their system, bootdisk SO images (named cd47. i so) are
available for anumber of platforms which will then permit the rest of the system to be installed via FTP.
These |SO images are only afew megabytesin size, and contain just the installation tools, not the actual
file sets.
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3.4 - Downloading via FTP, HTTP or AFS

There are numerous international mirror sites offering FTP and HT TP access to OpenBSD releases and
snapshots. AFS accessis also available. Y ou should always use the site nearest to you. Before you begin
fetching arelease or snapshot, you may wish to use ping(8) and traceroute(8) to determine which mirror
siteis nearest to you and whether that mirror is performing adequately. Of course, your OpenBSD
release CD is aways closer than any mirror. Access information is here:

OpenBSD FTP page.

3.5 - Selecting Hardware

Selecting appropriate hardware to run your OpenBSD system on isimportant, asit can mean the
difference between success and failure of a project.

If you are shopping for anew PC, whether you are buying it piece by piece or completely pre-built, you
want to make sure first that you are buying reliable parts. In the PC world, thisis not easy. Bad or
otherwise unreliable or mismatched parts can make OpenBSD run poorly and crash often. The
best advice we can give isto be careful, and buy brands and parts that have been reviewed by an
authority you trust. Sometimes, a higher-price machine is a better quality machine. Other times, it is
simply more expensive.

There are certain things that will help bring out the maximum performance of your system:

. Let theapplication chose the hardware: It isusually better to make an adjustment to the
hardware you were planning on using rather than compromising on your application design
because you have something you "really wanted to use".

. ldentify your bottlenecks: Don't pay extrafor the cutting-edge processor if your application is
restricted by disk 1/0. Don't pay for fast disk if your system is restricted by network speed. Don't
pay for much of anything if your bottleneck is a 128kbps DSL line.

. Keep it simple: Simple hardware usually has simple problems. Complex hardware that isn't
supposed to ever break may take you along timeto repair when it breaks anyway.

. Usehardware you understand, or learn the new hardwar e before you implement a
production system: Regardless of the technical merits of the hardware, committing to use a
particular type of hardware before you have become familiar with it, both how it works and how
it fails, isfoolish.

. Use multipledisks: Instead of buying one large disk, buy multiple smaller disks. While this may
cost more, distributing the load over multiple spindles will decrease the amount of time necessary
to access data on the disks. And, with more spindles, you can get more reliability and faster data
access with RAID.

. Break up large blocks of storage: Many people make the mistake of designing a system that
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stores large amounts of datato have one Big Block of Storage. Thisis usually abad design. You
will usually find it much better to break up your storage into manageable blocks. This has many
advantages, two of the biggest being that you can add more storage later when you need it easily
(you weren't going to get the requirements estimate right, no one ever does), and you can buy a
small amount of storage now, and add much more later when the price will have most likely
dropped and the capacity will have increased.

. Avoid cheap network adapters. OpenBSD supports a plethora of cheap network adapters.
These adapters work great in home systems, and low or moderate throughput business and
research environments. But, if you need high throughput and low impact on your server, you are
better off buying a quality network adapter. Unfortunately, some name-brand adapters are not
much better than the cheap adapters, and some potentially good adapters do not have accurate
documentation available to write good drivers. Gigabit adapters often perform better than
10Mbps/100M bps adapters, even when used on slower speed networks, due to superior buffering.

3.6 - What is an appropriate "first system" to learn OpenBSD
on?

While OpenBSD will run on asmaller, older and less powerful computer than just about any other
modern OS, if you are just getting started with OpenBSD, using too little machine can be frustrating.
The following guidelines are ONLY guidelines, OpenBSD will run very well on much more modest
equipment than is listed here, but it may be more frustrating than needed for afirst-time user.

. Platform: Use a platform you are familiar with already. When you are learning a new operating
system, it isavery bad time to aso be learning a new platform. We'll assume you are going to be
using the 1386 platform here, asit is probably the one most people are familiar with.

« Processor: 100MHz Pentium or better processor. Y es, OpenBSD will run on a 25MHz 80486,
but you won't want to do the experimenting and messing up and reloading you need to do to
really get to know the system on a slow machine. The primary irritation you will first encounter
with a processor slower than thisisthe time it takes to SSH into the box. If you wish to run X,
you probably want to move up to at least 200MHz. X actually runs pretty well on a slower
machine once loaded, but it takes awhile to load and start.

. 64M RAM or better: If you wish to run X, 128M would be a better starting point.

. Hard disk: A 1G hard disk will give you an easy install of asimple system, such asafirewall,
DNS server, or similar. If you wish to rebuild the system from source, you will probably want a
4G disk, and if you wish to rebuild X aswell, you will want 6G or bigger. IDE is recommended
to start with. If you have a much larger disk, don't feel the obligation to allocate all the disk
initialy -- there is nothing wrong with leaving 72G of an 80G hard disk unallocated if all you
need is 8G.

. Network adapter: Use a PCl adapter. While the urge to use that old | SA adapter you have may
be strong, resist. Y ou probably don't remember how to properly configureit. If you are planning
on putting multiple network adapters in the machine, write the MAC address on the spine of the
card before putting the cover on.
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. Multibooting: For your first OpenBSD installation, don't attempt to multiboot with another OS.
Multibooting is a difficult process to get right, and you should understand all the OSsinvolved

well before attempting this, which is clearly not the case on your first instalation. It isvery
possible you could accidently delete al data on the system. Rather, use a dedicated computer, or
at least, a dedicated disk on a machine.

. Laptops: While many laptops work very well with OpenBSD, they are sometimes not the easiest
systemsto get running well, so alaptop might not be the best choice for your first OpenBSD
install. However, once you are comfortable with OpenBSD, alaptop can be avery useful tool.

. New hardware: Brand new, cutting-edge hardware is sometimes not yet supported by
OpenBSD, so for your first OpenBSD system, a slightly older machine is recommended.

Obvioudly, "more the better" to a point. Some popular applications, seemingly can use as much
processor and memory as you can throw at the system.

[FAQ Index] [To Section 2 - Other OpenBSD Information Resources] [To Section 4 - Installation
Guide]
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. 4.14 - Customizing the install process
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. 4.16 - How can | get admesg(8) to report an install problem?

4.1 - Overview of the OpenBSD installation procedure

OpenBSD has long been respected for its ssmple and straight forward installation process, which is consistent across all
platforms.

All platforms use a very similar installation procedure, however there are some minor differences in details on afew
platforms. In al cases, you are urged to read the platform-specific INSTALL document in the platform directory on the
CD-ROM or FTP sites (for example, i 386/ 1 NSTALL. i 386, macppc/ | NSTALL. macppc or spar c/ | NSTALL.
spar c).

The OpenBSD installer is a special kernel with anumber of utilities and install scripts embedded in a pre-loaded RAM
disk. After this kernel is booted, the operating system is extracted from a number of compressed tar(1) (. t gz) filesfrom
a source other than this pre-loaded RAM disk. There are several waysto boot thisinstall kernel:

. Floppy disk: OpenBSD can beinstalled on many platforms by booting an installer from a single floppy disk.
However, due to space constraints, some larger platforms (sparc64, amd64, apha) do not have some utilities
which may be important to you, such asa DHCP client to configure the network. For these platforms, you may do
better with the CD install. However, for platforms like 1386 and sparc, you will find the boot floppy very
compl ete.

Floppy disk images are provided which can be used to create an install floppy on another Unix-like system, or on
aWindows system. Typical filenamesaref | oppy47. f s, though several platforms have multiple floppy
images available.

. CD-ROM: On several platforms a CD-ROM image (cd47. i so for just booting, ori nst al | 47. i so for the
entireinstall) is provided allowing creation of a bootable CD-ROM.

. Existing partition: The RAM disk kernel can be booted off an already existing partition for an upgrade or
reinstall.

. Network: Some platforms support booting over a network (for example using PXE or other network boot).

. Writing afile system image to disk (miniroot): afilesystem image that can be written to an existing partition,
and then can be booted.

. Bootable Tape: Some platforms support booting from tape. These tapes can be made following the INSTALL.
platforminstructions.

Not every platform supports all boot options:

. alpha: Floppy, CD-ROM, network, writing a floppy image to hard disk.
. amd64: Floppy, CD-ROM, network.

. armish: Varies by machine.

. hp300: CD-ROM, network.

. hppa: Network.

. 1386: Floppy, CD-ROM, network.
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. landisk: miniroot, installed using another computer.

. macppc: CD-ROM, network.

. mvme68k: Network, bootable tape.

. mvme88k: Network, bootable tape.

. sparc: Floppy, CD-ROM, network, writing image to existing swap partition, bootable tape.
. sparc64: Floppy (U1/U2 only), CD-ROM, network, writing image to existing partition.

. vax: Floppy, network.

. zaurus. Boot bsd.rd from Linux partition. See INSTALL .zaurus for details.

All platforms can also use a bsd.rd to reinstall or upgrade.

Once theinstall kernel is booted, you have several options of where to get the install file sets. Again, not every platform
supports every option.

. CD-ROM: Of course, we prefer you use the Official CD-ROM set, but you can alsousei nstal | 47.1 so or
you can also make your own.

. FTP: Either one of the OpenBSD FTP mirror sites or your own local FTP server holding the file sets.

. HTTP: Either one of the OpenBSD HTTP mirror sites or your own local web server holding the file sets.

. Local disk partition: In many cases, you can install file sets from another partition on alocal hard disk. For
example, on 1386, you can install from a FAT partition or a CD-ROM formatted in 1SO9660, Rock Ridge or Joliet
format. In some cases, you will have to manually mount the file system before using it.

. NFS: Some platforms support using NFS mounts for the file sets.

. Tape: File sets can also be read from a supported tape. Details on creating the tape arein the | NSTALL. platform
document.

4.2 - Pre-installation checklist

Before you start your install, you should have some idea what you want to end up with. Y ou will want to know the
following items, at least:

. Machine name
. Hardwareinstalled and available
o Verify compatibility with your platform's hardware compatibility page
o If ISA, you also need to know hardware settings, and confirm they are as OpenBSD requires.
. Install method to be used (CD-ROM, FTP, €tc.)
. Should an important bug be found, how will the system be patched?
o If donelocally, you will need to have sufficient space available for the source tree and building it.
o Otherwise, you will need access to another machine to build a patched rel ease on.

. Desired disk layout
1 Does existing data need to be saved elsewhere?
o Will OpenBSD coexist on this system with another OS? If so, how both will be booted? Will you need to
install a"boot manager"?
o Will the entire disk be used for OpenBSD, or do you want to keep an existing partition/OS (or space for a
future one)?
s How do you wish to sub-partition the OpenBSD part of your disk?
. Network settings, if not using DHCP:
s Domain name
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1 Domain Name Server(s) (DNS) address
o |P addresses and subnet masks for each NIC
1 Gateway address

. Will you be running the X Window System?

4.3 - Creating bootable OpenBSD install media
As examples, we will look at the installation images available for the i386 and sparc platforms.
The 1386 platform has six separate installation disk images to choose from:

. €d47.i soisan1S09660 image that can be used to create a bootable CD with most popular CD-ROM creation
software on most platforms. Thisimage has the widest selection of drivers, and is usually the recommended
choiceif your hardware can boot from a CDROM.

. cdenu47. i soisan1S09660 image, using "floppy emulation” booting, using a 2.88M floppy image. It is hoped
that few people will need thisimage -- most people will usecd47. i so, only usecdenu4?.i soif cd47.iso
doesn't work for you.

. install47.i soisan|S09660 image, containing al the standard install files. Thisfile can be used to create a
CD that can do a stand-alone OpenBSD install.

. floppyd7.fs (Desktop PC) supports many PCI and ISA NICs, IDE and simple SCSI adapters and some
PCMCIA support. Most users will use thisimage if booting